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Background



Timeline

NIST SP 800-53
Initial Release

Dec 2005

EO 13556 
(CUI)

4 Nov 2010

EO 13636 Improving 
Critical Infrastructure 

(CS)
12 Feb 2013

CyberSecurity 
Framework

NIST SP 800-
171

18 Jun 2015

NIST SP 800-171
Full Compliance 

Mandated
31 Dec 2017

Rev 1 – 20 Feb 
2018



CMMC
Timeline

CMMC Version 
0.3

June 2019

CMMC Version 
0.4

September 2019

CMMC Version 
0.6 

November 2019

CMMC Version 
0.7

December 2019

CMMC Version 
1.0

January 2020



The
CyberSecurity 
Framework



Requirements



Primary Trigger - DFARS Clause
(DFARS) 252.204-7012
(Safeguarding of Unclassified, 

Controlled Technical Information)

- This clause triggers  
compliance requirements 
to NIST SP 800-171, Rev 2



NIST SP 800-171 (Rev 2) 
• 14 Families of Security Requirements



14 Families of Security Requirements

• Access Control
• Awareness and Training                       
• Audit and Accountability                     
• Configuration Management                
• Identification and Authentication      
• Incident Response                                 
• Maintenance

• Media Protection
• Personnel Security
• Physical Protection
• Risk Assessment
• Security Assessment
• System and Communications 

Protection
• System and Information Integrity



NIST SP 800-171 (Rev 2) 
• 14 Families of Security Requirements
• 110 Control Points 
• System Security Plan (SSP) and Plan 

of Action and Milestones (POAM)
• Need a Breach Response Plan



When Present, Must Either… 
•Not bid on the contract
•Take steps to comply with the information 
security requirements covered within NIST SP 
800-171, Rev 2 

•Seek an exception to the application of the 
rule 

•Disclose and request approval of an 
alternative, but equally effective, security 
measure that may be implemented in place of 
compliance with requirements.



Some Definitions…
• Defense Industrial Base (DIB)
• Covered Defense Information (CDI)
• Federal Contract Information (FCI)
• Controlled, Unclassified Information (CUI)
• Code of Federal Regulations (CFR)
• Defense Contract Management Agency (DCMA)
• Defense Industrial Base Cybersecurity 

Assessment Center (DIBCAC)











Step 1:  Determine the Scope of the 
Contract
Step 2: Assess Level of Compliance
Step 3: Clarify Plan of Action/Milestones
Step 4:  Develop System Security Plan
Step 5: Ongoing Compliance Initiatives

Jennifer Rees – Washington Technology

Compliance



What is a maturity model?
• A tool for assessing an organization's effectiveness at 

achieving a particular goal. 
• Enables organizations to identify where their practices are 

weak or not taken seriously and where their practices are 
truly embedded.

• Help to distinguish between organizations in which security 
is baked in and those in which it is merely bolted on. 

• Gives an organization’s leadership a way to measure the 
progress made in embedding security into its day-to-day 
and strategic operations.

National Cyber Security Centre – Ann W



CyberSecurity Maturity Model Certification (CMMC)

• CMMC requires a third party, cybersecurity certification to validate 
the cybersecurity infrastructure of the company



The CMMC-AB 
estimates that up 
to 6,000 
companies will 
require CMMC 
certification in 
Federal FY21
https://www.cmmcab.org/
c3pao-lp

Washingtontechnology.com

https://www.cmmcab.org/c3pao-lp


CyberSecurity Maturity Model Certification (CMMC)

• CMMC requires a third party, cybersecurity certification to validate 
the cybersecurity infrastructure of the company

• Will grade cybersecurity infrastructure on a scale of 1 to 5, 5 being 
the most stringent

• Standards defined as of January 2020
• Certifying companies are being trained and ‘certified’ by summer of 

2020.
• Approximately 300,000+ DOD contractors will need to be certified
• Contract solicitations (RFP’s) will begin incorporating CMMC 

requirements (#1 to #5) in September of 2020
• Will require a company, Tier 1 and subs, to have the CMMC 

certification to match the level required on the solicitation prior to 
being awarded the contract



Domains

Capabilities

Practices and 
Processes

17 Categories for 
cybersecurity

43 Achievements to 
ensure 

cybersecurity within 
each domain

Activities required 
by level to achieve a 

capability 
(total of 171)

CMMC 
Model 
Framework

Carnegie Mellon University/Johns Hopkins University 



Carnegie Mellon University/Johns Hopkins University 

CMMC 
17 Domains



Carnegie Mellon University/Johns Hopkins University 



CMMC Practices Per Level

Carnegie Mellon University/Johns Hopkins University 



48 CFR § 52.204-21 

Basic Safeguarding of Covered 
Contractor Information Systems

• The Basis for CMMC Level 1 Compliance

• Consists of 17 Practices



48 CFR § 52.204-21 
Basic Safeguarding of Covered Contractor Information Systems

I. Domain – Access Control (AC)
3 Capabilities, 4 Practices

II. Domain – Identification and Authentication (IA)
1 Capability, 2 Practices

III. Domain – Media Protection (MP) 
1 Capability, 1 Practice

IV. Domain – Physical Protection (PE)
1 Capability, 4 Practices

V. Domain – System and Communication Protections (SC)
1 Capability, 2 Practices

VI. Domain – System and Information Integrity (SI)
2 Capabilities, 4 practices



https://www.acq.osd.mil/cmmc/

https://www.acq.osd.mil/cmmc/


• Appendix A – CMMC V1.0 Model Overview (Pg. 6 – 40)

• Appendix B – Process and Practice Descriptions (Pg. 41 – 295)

• Appendix C – Glossary (Pg. 296 – 322)

• Appendix D – Abbreviations and Acronyms (Pg. 323 – 324)

• Appendix E – Source Mapping (Pg. 325 – 332)

• Appendix F – References (Pg. 333 – 337)

CMMC V1.02 Appendices



Limit information system access to authorized 
users, processes acting on behalf of authorized 
users, or devices (including other information 
systems) and is numbered with the reference 

number.

AC.1.001

Domain –
Access Control

CMMC Level

Practice Number -
Sequential







CMMC Practice Description

Discussion and content 
description of the 
Practice from 
NIST SP 800-171, R2

Clarification with Examples

References



•Assess compliance to NIST SP 800-171, Rev 2
•Develop SSP and POAM
•Determine compliance to CMMC Level 1 

•Either internal or external assessment initially
•Move to comply with all Level 1 requirements
•Once implemented, have external assessment 
completed

•Move toward certification to CMMC Level 1 
compliance

Process to Move Forward



The Georgia Defense Industrial Base (GDIB) 
Task Force is here to help!
Resources: 

Georgia Defense Industrial Base Task Force: https://www.tagonline.org/ga-dibt/

Georgia Department of Economic Development – Cybersecurity EDGE Program: 
https://www.georgia.org/cybersecurityedge

CMMC-AB Website: https://www.cmmcab.org

Department of Defense: https://www.acq.osd.mil/cmmc/index.html

https://www.cmmcab.org/
https://www.georgia.org/cybersecurityedge
https://www.cmmcab.org/
https://www.acq.osd.mil/cmmc/index.html


The University of Georgia SBDC
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Transforming Georgia Businesses”

Mark R. Lupo, MBA, MBCP, SMP
706-542-2762
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mailto:mlupo@georgiasbdc.org
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