
4/24/2020 Gartner's Top 10 Strategic Technology Trends for 2020 | PCMag

https://www.pcmag.com/news/gartners-top-10-strategic-technology-trends-for-2020 1/14

PCMag editors select and review products independently. We may earn affiliate commissions from buying links, which help
support our testing. Learn more.

Home  News  Forward Thinking

Gartner's Top 10 Strategic Technology Trends for
2020
Gartner's list of the most comprehensive lists of the trends that CIOs and other senior
executives should be paying attention to this year includes "people-centric" technologies and
"smart spaces." Here's what's on tap for 2020.

By Michael J. Miller

October 23, 2019

Every year Gartner produces one of the most comprehensive lists of the trends that CIOs and

other senior executives should be paying attention to. This year, Gartner vice president Brian

Burke presented the Top 10 strategic technology trends for 2020, grouping the trends into

"people-centric" ideas and "smart spaces," a departure from the "Intelligent Digital Mesh"

rubric the firm used the last few years.

Here is this year's list, divided into the two groups.

People-Centric Trends
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�. Hyperautomation

This involves automating anything that can be automated, starting with process automation.

Burke said that today most organizations are doing simple task automation, but that we're

moving toward process automation, and will eventually end up with "DigitalOps" in which an

entire organization is automated. As part of this, he talked about creating a "digital twin" of an

organization, that takes into account the operations model, business process model, and

operational intelligence.
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�. Multiexperence
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This phrase, which was a big part of the keynote at the conference describes how we're shifting

to a multi-modal interface rule, including voice, eye tracking, motion control, and other

technologies

Gartner says that by 2021, at least one-third of enterprises will have deployed a multiexperience

development platform to support mobile, web, conversational, and augmented reality

development. As part of that, he talked about immersive environments in areas such as field

service, retail, training, and design. But Burke said this includes a lot of other experiences,

including apps on various devices, from smart speakers to your car. This will be supported by a

lot of the new technologies, but the goal is to build "consistent ambient experience over time."

https://www.googleadservices.com/pagead/aclk?sa=L&ai=CXJt5qCajXqK5IISpBYnTo8AN9t61l1ym3J7ZmAum6b-n0AgQASDlz-sWYMm-uYfgo7QQoAGH_YvcA8gBBuACAKgDAcgDCqoElAJP0Dv9FIbbFeOtZQx0MvXmXjNrJsuK84Syv6LNQa-aaXF241P2ZMDK0sCHhBHS1-x1RwgtX0XnHvNncMxDL2gbTA7yRu7UzUYj1ZKVigXs0alK2sLsB7gRAZAmcvExzND9cO5q7T1XGUjHSqHyphu-lLz_RXGYCvZNZ1mO3x3-cvOCdca2eN3PEPIGo7gYe4aPnJKkK36uMm4zjtYLsoooAd8mP4_dKsMBLLaMx3Qzm6ctIcs7dwtfOMBhLjkO5MPiBaYq_sZNuRxB3YR6ioO71JMo-K6eIeRHKkM4UL7QFhPKu3Z9eVnkonE5qiysWWJayg_zZBGw6OpNwWk1sklWPFRjncSI-PUHdB5bExbw54WYAO3ABKLuu6GmAuAEAaAGN4AH4YL0I6gHjs4bqAfVyRuoB5PYG6gHugaoB_DZG6gH8tkbqAemvhuoB-zVG6gH89EbqAfs1RuoB5bYG6gHwtob2AcB0ggHCIBhEAEYHbEJUazFtuBXaleACgOKCoMCaHR0cDovL2NsaWNrc2VydmUuZGFydHNlYXJjaC5uZXQvbGluay9jbGljaz8mZHNfYV9jaWQ9Nzc2MTI2NTcmZHNfYV9jYWlkPTgwOTk0MjI2ODYmZHNfYV9hZ2lkPTc4OTkwMjEwODUwJmRzX2FfZmlpZD0mZHNfYV9saWQ9YXVkLTI5NjQzNTU3ODAyMiYmZHNfZV9hZGlkPTQyNjg0NjY3OTE2NyZkc19lX21hdGNodHlwZT1jb250ZW50JmRzX2VfZGV2aWNlPWMmZHNfZV9uZXR3b3JrPWQmJmRzX3VybF92PTImZHNfZGVzdF91cmw9e3VuZXNjYXBlZGxwdXJsfZgLAcgLAeALAdgTDA&ae=1&num=1&cid=CAASEuRoMWsTkUDrE7s-m1QfCdxFbw&sig=AOD64_1ttBFzcokABoXKs1j2cbFh5nrhPw&client=ca-pub-9914992914910847&nx=CLICK_X&ny=CLICK_Y&nb=19&adurl=https://be.spartan.com/unbreakable%3Futm_source%3Dgoogle%26utm_medium%3Ddisplay%26utm_term%3Dbeunbreakable%26gclsrc%3Daw.ds%26%26gclid%3DEAIaIQobChMIoq2E5c-B6QIVhFQBCh2J6QjYEAEYASAAEgLaevD_BwE
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CXJt5qCajXqK5IISpBYnTo8AN9t61l1ym3J7ZmAum6b-n0AgQASDlz-sWYMm-uYfgo7QQoAGH_YvcA8gBBuACAKgDAcgDCqoElAJP0Dv9FIbbFeOtZQx0MvXmXjNrJsuK84Syv6LNQa-aaXF241P2ZMDK0sCHhBHS1-x1RwgtX0XnHvNncMxDL2gbTA7yRu7UzUYj1ZKVigXs0alK2sLsB7gRAZAmcvExzND9cO5q7T1XGUjHSqHyphu-lLz_RXGYCvZNZ1mO3x3-cvOCdca2eN3PEPIGo7gYe4aPnJKkK36uMm4zjtYLsoooAd8mP4_dKsMBLLaMx3Qzm6ctIcs7dwtfOMBhLjkO5MPiBaYq_sZNuRxB3YR6ioO71JMo-K6eIeRHKkM4UL7QFhPKu3Z9eVnkonE5qiysWWJayg_zZBGw6OpNwWk1sklWPFRjncSI-PUHdB5bExbw54WYAO3ABKLuu6GmAuAEAaAGN4AH4YL0I6gHjs4bqAfVyRuoB5PYG6gHugaoB_DZG6gH8tkbqAemvhuoB-zVG6gH89EbqAfs1RuoB5bYG6gHwtob2AcB0ggHCIBhEAEYHbEJUazFtuBXaleACgOKCoMCaHR0cDovL2NsaWNrc2VydmUuZGFydHNlYXJjaC5uZXQvbGluay9jbGljaz8mZHNfYV9jaWQ9Nzc2MTI2NTcmZHNfYV9jYWlkPTgwOTk0MjI2ODYmZHNfYV9hZ2lkPTc4OTkwMjEwODUwJmRzX2FfZmlpZD0mZHNfYV9saWQ9YXVkLTI5NjQzNTU3ODAyMiYmZHNfZV9hZGlkPTQyNjg0NjY3OTE2NyZkc19lX21hdGNodHlwZT1jb250ZW50JmRzX2VfZGV2aWNlPWMmZHNfZV9uZXR3b3JrPWQmJmRzX3VybF92PTImZHNfZGVzdF91cmw9e3VuZXNjYXBlZGxwdXJsfZgLAcgLAeALAdgTDA&ae=1&num=1&cid=CAASEuRoMWsTkUDrE7s-m1QfCdxFbw&sig=AOD64_1ttBFzcokABoXKs1j2cbFh5nrhPw&client=ca-pub-9914992914910847&nx=CLICK_X&ny=CLICK_Y&nb=1&adurl=https://be.spartan.com/unbreakable%3Futm_source%3Dgoogle%26utm_medium%3Ddisplay%26utm_term%3Dbeunbreakable%26gclsrc%3Daw.ds%26%26gclid%3DEAIaIQobChMIoq2E5c-B6QIVhFQBCh2J6QjYEAEYASAAEgLaevD_BwE
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CXJt5qCajXqK5IISpBYnTo8AN9t61l1ym3J7ZmAum6b-n0AgQASDlz-sWYMm-uYfgo7QQoAGH_YvcA8gBBuACAKgDAcgDCqoElAJP0Dv9FIbbFeOtZQx0MvXmXjNrJsuK84Syv6LNQa-aaXF241P2ZMDK0sCHhBHS1-x1RwgtX0XnHvNncMxDL2gbTA7yRu7UzUYj1ZKVigXs0alK2sLsB7gRAZAmcvExzND9cO5q7T1XGUjHSqHyphu-lLz_RXGYCvZNZ1mO3x3-cvOCdca2eN3PEPIGo7gYe4aPnJKkK36uMm4zjtYLsoooAd8mP4_dKsMBLLaMx3Qzm6ctIcs7dwtfOMBhLjkO5MPiBaYq_sZNuRxB3YR6ioO71JMo-K6eIeRHKkM4UL7QFhPKu3Z9eVnkonE5qiysWWJayg_zZBGw6OpNwWk1sklWPFRjncSI-PUHdB5bExbw54WYAO3ABKLuu6GmAuAEAaAGN4AH4YL0I6gHjs4bqAfVyRuoB5PYG6gHugaoB_DZG6gH8tkbqAemvhuoB-zVG6gH89EbqAfs1RuoB5bYG6gHwtob2AcB0ggHCIBhEAEYHbEJUazFtuBXaleACgOKCoMCaHR0cDovL2NsaWNrc2VydmUuZGFydHNlYXJjaC5uZXQvbGluay9jbGljaz8mZHNfYV9jaWQ9Nzc2MTI2NTcmZHNfYV9jYWlkPTgwOTk0MjI2ODYmZHNfYV9hZ2lkPTc4OTkwMjEwODUwJmRzX2FfZmlpZD0mZHNfYV9saWQ9YXVkLTI5NjQzNTU3ODAyMiYmZHNfZV9hZGlkPTQyNjg0NjY3OTE2NyZkc19lX21hdGNodHlwZT1jb250ZW50JmRzX2VfZGV2aWNlPWMmZHNfZV9uZXR3b3JrPWQmJmRzX3VybF92PTImZHNfZGVzdF91cmw9e3VuZXNjYXBlZGxwdXJsfZgLAcgLAeALAdgTDA&ae=1&num=1&cid=CAASEuRoMWsTkUDrE7s-m1QfCdxFbw&sig=AOD64_1ttBFzcokABoXKs1j2cbFh5nrhPw&client=ca-pub-9914992914910847&nx=CLICK_X&ny=CLICK_Y&nb=8&adurl=https://be.spartan.com/unbreakable%3Futm_source%3Dgoogle%26utm_medium%3Ddisplay%26utm_term%3Dbeunbreakable%26gclsrc%3Daw.ds%26%26gclid%3DEAIaIQobChMIoq2E5c-B6QIVhFQBCh2J6QjYEAEYASAAEgLaevD_BwE
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CXJt5qCajXqK5IISpBYnTo8AN9t61l1ym3J7ZmAum6b-n0AgQASDlz-sWYMm-uYfgo7QQoAGH_YvcA8gBBuACAKgDAcgDCqoElAJP0Dv9FIbbFeOtZQx0MvXmXjNrJsuK84Syv6LNQa-aaXF241P2ZMDK0sCHhBHS1-x1RwgtX0XnHvNncMxDL2gbTA7yRu7UzUYj1ZKVigXs0alK2sLsB7gRAZAmcvExzND9cO5q7T1XGUjHSqHyphu-lLz_RXGYCvZNZ1mO3x3-cvOCdca2eN3PEPIGo7gYe4aPnJKkK36uMm4zjtYLsoooAd8mP4_dKsMBLLaMx3Qzm6ctIcs7dwtfOMBhLjkO5MPiBaYq_sZNuRxB3YR6ioO71JMo-K6eIeRHKkM4UL7QFhPKu3Z9eVnkonE5qiysWWJayg_zZBGw6OpNwWk1sklWPFRjncSI-PUHdB5bExbw54WYAO3ABKLuu6GmAuAEAaAGN4AH4YL0I6gHjs4bqAfVyRuoB5PYG6gHugaoB_DZG6gH8tkbqAemvhuoB-zVG6gH89EbqAfs1RuoB5bYG6gHwtob2AcB0ggHCIBhEAEYHbEJUazFtuBXaleACgOKCoMCaHR0cDovL2NsaWNrc2VydmUuZGFydHNlYXJjaC5uZXQvbGluay9jbGljaz8mZHNfYV9jaWQ9Nzc2MTI2NTcmZHNfYV9jYWlkPTgwOTk0MjI2ODYmZHNfYV9hZ2lkPTc4OTkwMjEwODUwJmRzX2FfZmlpZD0mZHNfYV9saWQ9YXVkLTI5NjQzNTU3ODAyMiYmZHNfZV9hZGlkPTQyNjg0NjY3OTE2NyZkc19lX21hdGNodHlwZT1jb250ZW50JmRzX2VfZGV2aWNlPWMmZHNfZV9uZXR3b3JrPWQmJmRzX3VybF92PTImZHNfZGVzdF91cmw9e3VuZXNjYXBlZGxwdXJsfZgLAcgLAeALAdgTDA&ae=1&num=1&cid=CAASEuRoMWsTkUDrE7s-m1QfCdxFbw&sig=AOD64_1ttBFzcokABoXKs1j2cbFh5nrhPw&client=ca-pub-9914992914910847&nx=CLICK_X&ny=CLICK_Y&nb=0&adurl=https://be.spartan.com/unbreakable%3Futm_source%3Dgoogle%26utm_medium%3Ddisplay%26utm_term%3Dbeunbreakable%26gclsrc%3Daw.ds%26%26gclid%3DEAIaIQobChMIoq2E5c-B6QIVhFQBCh2J6QjYEAEYASAAEgLaevD_BwE
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CXJt5qCajXqK5IISpBYnTo8AN9t61l1ym3J7ZmAum6b-n0AgQASDlz-sWYMm-uYfgo7QQoAGH_YvcA8gBBuACAKgDAcgDCqoElAJP0Dv9FIbbFeOtZQx0MvXmXjNrJsuK84Syv6LNQa-aaXF241P2ZMDK0sCHhBHS1-x1RwgtX0XnHvNncMxDL2gbTA7yRu7UzUYj1ZKVigXs0alK2sLsB7gRAZAmcvExzND9cO5q7T1XGUjHSqHyphu-lLz_RXGYCvZNZ1mO3x3-cvOCdca2eN3PEPIGo7gYe4aPnJKkK36uMm4zjtYLsoooAd8mP4_dKsMBLLaMx3Qzm6ctIcs7dwtfOMBhLjkO5MPiBaYq_sZNuRxB3YR6ioO71JMo-K6eIeRHKkM4UL7QFhPKu3Z9eVnkonE5qiysWWJayg_zZBGw6OpNwWk1sklWPFRjncSI-PUHdB5bExbw54WYAO3ABKLuu6GmAuAEAaAGN4AH4YL0I6gHjs4bqAfVyRuoB5PYG6gHugaoB_DZG6gH8tkbqAemvhuoB-zVG6gH89EbqAfs1RuoB5bYG6gHwtob2AcB0ggHCIBhEAEYHbEJUazFtuBXaleACgOKCoMCaHR0cDovL2NsaWNrc2VydmUuZGFydHNlYXJjaC5uZXQvbGluay9jbGljaz8mZHNfYV9jaWQ9Nzc2MTI2NTcmZHNfYV9jYWlkPTgwOTk0MjI2ODYmZHNfYV9hZ2lkPTc4OTkwMjEwODUwJmRzX2FfZmlpZD0mZHNfYV9saWQ9YXVkLTI5NjQzNTU3ODAyMiYmZHNfZV9hZGlkPTQyNjg0NjY3OTE2NyZkc19lX21hdGNodHlwZT1jb250ZW50JmRzX2VfZGV2aWNlPWMmZHNfZV9uZXR3b3JrPWQmJmRzX3VybF92PTImZHNfZGVzdF91cmw9e3VuZXNjYXBlZGxwdXJsfZgLAcgLAeALAdgTDA&ae=1&num=1&cid=CAASEuRoMWsTkUDrE7s-m1QfCdxFbw&sig=AOD64_1ttBFzcokABoXKs1j2cbFh5nrhPw&client=ca-pub-9914992914910847&nx=CLICK_X&ny=CLICK_Y&nb=7&adurl=https://be.spartan.com/unbreakable%3Futm_source%3Dgoogle%26utm_medium%3Ddisplay%26utm_term%3Dbeunbreakable%26gclsrc%3Daw.ds%26%26gclid%3DEAIaIQobChMIoq2E5c-B6QIVhFQBCh2J6QjYEAEYASAAEgLaevD_BwE
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CXJt5qCajXqK5IISpBYnTo8AN9t61l1ym3J7ZmAum6b-n0AgQASDlz-sWYMm-uYfgo7QQoAGH_YvcA8gBBuACAKgDAcgDCqoElAJP0Dv9FIbbFeOtZQx0MvXmXjNrJsuK84Syv6LNQa-aaXF241P2ZMDK0sCHhBHS1-x1RwgtX0XnHvNncMxDL2gbTA7yRu7UzUYj1ZKVigXs0alK2sLsB7gRAZAmcvExzND9cO5q7T1XGUjHSqHyphu-lLz_RXGYCvZNZ1mO3x3-cvOCdca2eN3PEPIGo7gYe4aPnJKkK36uMm4zjtYLsoooAd8mP4_dKsMBLLaMx3Qzm6ctIcs7dwtfOMBhLjkO5MPiBaYq_sZNuRxB3YR6ioO71JMo-K6eIeRHKkM4UL7QFhPKu3Z9eVnkonE5qiysWWJayg_zZBGw6OpNwWk1sklWPFRjncSI-PUHdB5bExbw54WYAO3ABKLuu6GmAuAEAaAGN4AH4YL0I6gHjs4bqAfVyRuoB5PYG6gHugaoB_DZG6gH8tkbqAemvhuoB-zVG6gH89EbqAfs1RuoB5bYG6gHwtob2AcB0ggHCIBhEAEYHbEJUazFtuBXaleACgOKCoMCaHR0cDovL2NsaWNrc2VydmUuZGFydHNlYXJjaC5uZXQvbGluay9jbGljaz8mZHNfYV9jaWQ9Nzc2MTI2NTcmZHNfYV9jYWlkPTgwOTk0MjI2ODYmZHNfYV9hZ2lkPTc4OTkwMjEwODUwJmRzX2FfZmlpZD0mZHNfYV9saWQ9YXVkLTI5NjQzNTU3ODAyMiYmZHNfZV9hZGlkPTQyNjg0NjY3OTE2NyZkc19lX21hdGNodHlwZT1jb250ZW50JmRzX2VfZGV2aWNlPWMmZHNfZV9uZXR3b3JrPWQmJmRzX3VybF92PTImZHNfZGVzdF91cmw9e3VuZXNjYXBlZGxwdXJsfZgLAcgLAeALAdgTDA&ae=1&num=1&cid=CAASEuRoMWsTkUDrE7s-m1QfCdxFbw&sig=AOD64_1ttBFzcokABoXKs1j2cbFh5nrhPw&client=ca-pub-9914992914910847&nx=CLICK_X&ny=CLICK_Y&nb=9&adurl=https://be.spartan.com/unbreakable%3Futm_source%3Dgoogle%26utm_medium%3Ddisplay%26utm_term%3Dbeunbreakable%26gclsrc%3Daw.ds%26%26gclid%3DEAIaIQobChMIoq2E5c-B6QIVhFQBCh2J6QjYEAEYASAAEgLaevD_BwE
https://adssettings.google.com/whythisad?reasons=_tKVHpolyLkPJw92MGzvcOcS3MHZoEg-gLW5euOvA85mdKib82S3oxMHOShBf-OidwO9eTq08fJM0YOAz4j1o61mm4b2aDLookVuaa_kN55_03INnNo-jwhGqtyRExdXNie4fjTUCeEfvMbB8w927BRjiNnqqa4zyALvqL3ZvXJjIUu8wxisxKfIJf3Fo03SGV3rFwFHbU7kPv3zGv6mE5kjZOo1sFd65w-MKOjMUI_QLQTg45iAxHlGrtXeUQqFn032rv83w-sdv9HGAHsJZ2ZCjgHyznNjgdEwBDMpDNjRrD7fbEuzzf,S1_XEwu9NYzvSRGt4oMxbg&source=display
https://adssettings.google.com/whythisad?reasons=_tKVHpolyLkPJw92MGzvcOcS3MHZoEg-gLW5euOvA85mdKib82S3oxMHOShBf-OidwO9eTq08fJM0YOAz4j1o61mm4b2aDLookVuaa_kN55_03INnNo-jwhGqtyRExdXNie4fjTUCeEfvMbB8w927BRjiNnqqa4zyALvqL3ZvXJjIUu8wxisxKfIJf3Fo03SGV3rFwFHbU7kPv3zGv6mE5kjZOo1sFd65w-MKOjMUI_QLQTg45iAxHlGrtXeUQqFn032rv83w-sdv9HGAHsJZ2ZCjgHyznNjgdEwBDMpDNjRrD7fbEuzzf,S1_XEwu9NYzvSRGt4oMxbg&source=display
https://www.pcmag.com/news/gartner-says-companies-must-win-in-the-turns-in-technology-society


4/24/2020 Gartner's Top 10 Strategic Technology Trends for 2020 | PCMag

https://www.pcmag.com/news/gartners-top-10-strategic-technology-trends-for-2020 4/14

�. Democratization

This was really focused on the democratization of AI, and how advanced technology that is very

complex, including AI and machine learning, is becoming available to end users.

Burke said this is about "empowering anything" from RPA to "citizen data science" using tools

to access the data and "citizen development" using low code development tools. He said we will

see "virtual employee assistant" to help employees do their job more effectively, predictive

analytics, such as salespeople finding high-value leads; and increased process and application

automation. But there are challenges such as dealing with Shadow AI, dealing with insufficient

data, and a lack of skilled developers.
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Gartner predicts that by 2022, 30 percent of organizations using AI for decision making will

contend with shadow IT as the biggest risk to effective and ethical decisions.
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�. Human Augmentation

Burke said this trend includes things such as physical augmentation, from prosthetics to AR

glasses and RFID tags implanted within people. It also includes cognitive augmentation,

including using machine learning to help train people, or to do a lot of the task, but need a

human to make the final decision. In the long run it will help us do things we otherwise can't. But

he noted there were ethical challenges in talking about what we should and should not do.

Gartner predicts that by 2025, 40 percent of enterprises will shift from designing for humans to

architecting humans themselves by adopting human augmentation technologies and

methodologies.

�. Transparency and Traceability

ADVERTISEMENT
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There is a lack of trust in technology, both internal to our organizations and in society at large,

Burke said. For instance, when AI is used, it can be hard to explain why a loan was denied. Other

issues include omnipresent IOT data collection, fake news and reviews, and algorithmic bias.

To deal with this, he discussed six pillars of trust, applying integrity and ethics, openness,

accountability, competence, and consistency. This has big implications for IT, in areas such

validating code.

Gartner predicts that by 2023, over 75 percent of large organizations will hire artificial

intelligence specialists in behavior forensic, privacy, and customer trust to reduce brand and

reputation risk.

Smart Spaces

�. Empowered Edge

Burke said we are seeing a shift of computing power to "edge devices," allowing us to reduce

latency and provide for autonomy on those devices. Lots of technologies are driving this, from

neural networks on chip to 5G to low earth orbit (LEO) satellites. In addition, we will move from a

hierarchical architecture to a fog or "mesh" architecture.
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Gartner predicts that by 2023, more than 50 percent of enterprise-generated data will be

created and processed outside the data center or cloud, up from less than 10 percent in 2019.

�. Distributed Cloud

Burke said that the physical location of where data is located is becoming more important, both

because of latency concerns and regulation. As a result we will see more of a push for the

distributed cloud. He said that the current push for "hybrid cloud" sets the stage for this but

that "true private cloud is hard to do." Instead, he thinks we will move from private cloud to a

public cloud architecture, with cloud services residing sometimes in our data centers, to deal

with issues such as data residency and low latency.

Gartner predicts that by 2024, the majority of cloud service platforms will provide services that

execute at the point of need.
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More things are becoming autonomous, Burke said, and this goes beyond "self-driving cars" to

include things such as robots, drones, and aircraft. To make this work, the devices need to have

"perception and interaction" to understand the world around them. Over time these devices will

be able to collaborate and work together, such as autonomous drone swarms used by the

military. To enable all of this, we need improved technological capabilities, from computer vision

to robot fleet management; but we will also need changes in regulation and in how society

views such devices.

Today, he said, autonomous things make sense in a controlled environment, but regulation and

social acceptance will determine how these can get deployed in public environments.
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Gartner predicts that by 2025, 12 percent of newly produced vehicles will have Level 3 or higher

autonomous driving hardware capability. (I thought it was interesting that this did not specify

level 4, which provides for self-driving in most situations, but rather level 3, where a human

driver is supposed to be continuously monitoring what is going on.)

�. Practical Blockchain

By 2023, Gartner predicts that blockchain-inspired technology will support the global

movement and tracking of $2 trillion of goods and services annually.

ADVERTISEMENT

But Burke said the key word in that prediction is "inspired," as most of these solutions won't

support the full blockchain technology. He said these solutions will likely have an immutable

traceable data structure that is shared and distributed, but will not have the tokenization or

consensus that is a full blockchain solution would require. Such "permissioned blockchains" or

simply distributed ledgers (which may be run by a single organization or a group of

organizations" will be more important in the next few years.

By 2023, we should start to see blockchain complete solutions, including the consensus and

tokenization features, and by 2025, will have "smart contracts." He said it was important to find

applications where there is a real business need today, and said the applications most ready for

deployment now include applications provenance, identity management/ know your customer,

and trade finance (including work in the supply chain).
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��. AI Security

Burke talked about how AI is both being infused into security to hurt the bad guys but is also an

opportunity for the bad guys to do nefarious deeds. Machine learning can help security to be

more effective, assuming it is developed well with sufficient amounts of high-quality training

data, low bias and variance, and low error rates. But these are big assumptions, he said. As a

result, he expects that we will see more adversarial machine learning, attacking the machine

learning techniques in security software.

ADVERTISEMENT

Other opportunities for the bad guys, including things like poisoning the training data (such as

how Microsoft's Tay AI bot learned inappropriate responses), adversarial samples (such as how

some machine learning vision systems see things that aren't in the photos), or simple model

theft.

Gartner predicts that through 2022, 30 percent of all cyberattacks will leverage training data

poisoning, AI model theft, or adversarial samples.
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from Rensselaer Polytechnic Institute in Troy, New York and an MS in journalism from the Medill
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