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Introduction


A famous definition of insanity is: “Doing the same thing over and over, and expecting different results”.
  In the case of security threats as these relate to Web 2.0, we see the definition in action.  As originally conceived, the InterNet was not designed to be secure, with the result that much of the benefit of this invention has been negated by pervasive and ongoing security threats.  When wireless networking [which has strong resonances with Web 2.0 both as facilitator and exemplar] was introduced, it too had inadequate security, and the success of successive bolt-ins has been less than stellar, to put it mildly.
  Adding Web 2.0 and its security issues to the mix simply exacerbates all of the problems of its predecessor technologies, while introducing additional vulnerabilities of its own
.

This white paper provides a brief overview of Web 2.0 security issues, starting with an explanation of what makes Web 2.0 activities particularly vulnerable.  It then reviews recent evidence of attacks and exploits, giving some flavor of the serious security situation Web 2.0 technologies represent.  It concludes with some basic recommendations [none of which will be particularly new to those involved with IT security] which can counteract the dangers of Web 2.0 security issues, although as will be clear, there really is no permanent cure.

Web 2.0’s Sticky Security Problems


That Web 2.0 applications and operations should be subject to security problems should come as no surprise – indeed the issues have become sufficiently serious to justify whole books on the subject.  But before considering the range of security problems, and what makes them so pernicious, we should have some concept of what Web 2.0 is all about.  The classic paper defining Web 2.0, by Tim O’Reilly,
 defined three key concepts:

1. The Web is strategically positioned as a platform.
2. Users, not institutions, are in control of their data.

3. Core competencies include services [not software packages], participation, software remixing, and device independence.

All of these concepts have security implications by themselves, but the security issues become exponential as they interact, which they are bound to do not only by design, but by user preference.


A widely held truism of security is that complexity is the enemy of security
.  If so, then Web 2.0 certainly fills the bill, because not only is it a conglomeration of various complex interactive technologies [AJAX, CSS, Flash, XML, JavaScript, .NET, and ActiveX
] but it also inspires greater interactivity and communication on the part of its users.  Another truism of IT security is that data at rest are less vulnerable than data in motion, since one cannot know, if using the public InterNet, exactly where your data are at any given moment – and in principle, this may also be true of a large-scale intranet as well.  What Web 2.0 means for IT security is that data will be in motion constantly.

Some idea of the complexity of can be gathered by viewing the diagrams below.  In Figure 1, below:
[image: image1.png]MEIE
x

Ele Edt Vew Document Toos Window Help

) @ [ cao @@ [ - & 1= -

UIITUTa, TEPUTy " C TU At OUTTWaTre 71a: DU VETUOTS EXPECTT UITS (I (0 ETO W, COTIPare

Sum Of Its Parts TECHNOLOGY STATUS
Virtualized  Mature. Vendors are moving on to unifying the
storage SANand LAN in virtual networks.

Integrated Nonexistent except in single-vendor systems, and
management immature even there. VM management is domain
S~ or .Net applications of hybrid vendors; SOA management is purview
dcross multiple of specialized vendors.
ervers
Application  Immture but evoling guickly. Starupe are making
fabric progress in spreading apps across multiple servers.

Integrated Still at planning je. Even in single-vendor systems,
registry et el A et

Developers

Integrated

: £ managemet

machine Able to see
the hypervisor,

the
the Java VM,
and all

Virtualized

ssh)r e:
epal

data from

processing,
making
workloads
easier to move

apps within

Server Server

A virtual SOA will depend on multiple technologies. The problem is, they don’t all currently exist





Figure 1: SOA Complexity and Data Flows

From Dornan, Andy: “Perfect Partners” Information Week Research & Reports, [s.l.]: CMP Media Inc., 2008. p. [5].
It is clear that the various parts underlying the SOA portion of Web 2.0 are at different stages of development.  From the security viewpoint, the fact that integrated management tools are lagging represents a major security concern, since how can you monitor what you cannot manage.  But what this diagram also makes clear is that even within the confines of a single machine, data cannot be regarded as being at rest.  When the complexities of virtual machine management are added to the various layers of software required for successful Web 2.0 operation, a variety of communication conduits, both internal and external, must be opened.  Any time data pass across a layer boundary, they become vulnerable to interception, recording, and modification – in short, they become at risk.


The technical complexities alone do not provide an exhaustive explanation of why Web 2.0 presents such a wide range of security threats.  As Figure 2, below, shows, the extensive layering characteristic of Web 2.0 involves people external to the organization.  Customers cannot be held to the same standards of security as employees [and even holding employees to effective standards of security can be a daunting task], because the whole purpose of Web 2.0 is open exposure, to a variety of processes and devices whose security can by no means be guaranteed.  In Figure 2, the threat can lie anywhere:
· A device, a business portal, or a customer can either be unwittingly be infected by a security threat, or may represent such a thread.

· A business process of any complexity contains a number of potential weak points for compromise, exacerbated when IT and business don’t speak the same language.

· Since application and information services represent complex bundles of software code, the opportunity for exploitable errors [again deliberate or inadvertent] is correspondingly increased.

· Operational systems often have their own vulnerabilities, which sometimes are not addressed even when they are widely known.
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Figure 2: SOA Component Relationships

From Carter, Sandy: The New Language of Business: SOA & Web 2.0. [s.l.]: IBM Press, 2007.  ISBN: 978-0131956544.  Chapter 11: “Putting It All Together”, p. 266.
Indeed, the range of vulnerabilities inherent in Web 2.0’s supporting technologies is sufficiently great that their combination into InterNet-facing services represents “insecurity by design”.

Web 2.0 enables an extensive range of security attacks is:

· Injection Attacks: These form of attacks exploit the blurry nature of the distinction between data and instructions, allowing the attacker to compromise databases and implement software attacks through buffer overflows.

· Cross-Site Scripting: Attacks which allow the perpetrator to implement an exploit through the Web browser from one location, even when the browser focus is on another.

· Cross-Domain Attacks: These exploit the necessity of inter-domain communication to allow one domain to implement an attack against another.

· Malicious JavaScript, ActiveX, Flash, and AJAX Attacks: All of these scripting/object technologies allow content from one computer to be downloaded and run on another, potentially without the victim user even knowing that the operation is ongoing.

· .NET Attacks: Represent exploitation of an extremely complex downloadable framework of Microsoft technologies.


The human dimension of Web 2.0 multiplies the dangers inherent in the technologies employed, because of the very co-operative, collaborative, and open concepts which underlie it.  As Figure 3 shows:
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Figure 3: Business Architecture Layers

From “A Business Oriented Architecture: Combining BPM and SOA for Competitive Advantage” .  Los Angeles, CA: Lombardi Software, 2006. p. 4.
a great many participants act at all layers of the process, and these people have to trust and communicate with one another.  Such trust and communication are themselves sometimes hard to come by, and the situation is only made worse when some are negligent, others credulous, and others actively hostile
. This combination of characteristics has given rise to “social engineering”, a security threat which Web 2.0 definitely facilitates
.  The combination of technical and organizational weaknesses sketched out above would suggest that Web 2.0 attacks should be a major concern in IT security today – and so they prove to be.

Web 2.0: Along Came A Spider…


Not every security vulnerability in hardware or software gets exploited, not least because we have no way of enumerating them exhaustively in any case.  So there can be legitimate and reasonable skepticism as to whether the catalogue of security woes just review above actually represents any danger.  The following list
 of known attacks and exploits suggests that the danger is real, and as well underlines some of the vulnerability issues discussed in the section above:
“Malware is Getting Smarter, CA Warns”: Volume and sophistication of online attacks are increasing, CA researchers say. http://www.pcworld.com/article/154673/article.html?tk=nl_dnxnws

“Beware an Orkut Trojan”: Users of Google's Orkut social networking site are cautioned against answering a hoax message that is instead malware. http://www.pcworld.com/article/154668/article.html?tk=nl_dnxnws

“Who Needs 'Friends' Like These?” Here's why you need to be cautious of 'friends' on Facebook or other social networking environments. http://www.pcworld.com/article/154669/article.html?tk=nl_dnxnws

“Three Ways Internet Crime Has Changed” Malware and botnets and phishing, oh my! Symantec's latest report on the Internet threat landscape highlights trends in cybercrime. 

http://www.pcworld.com/article/153217/article.html?tk=nl_dnxnws

“When the Watchdog Is the Underdog”: In data security, many of the toughest challenges have nothing to do with the bad guys.  http://www.pcworld.com/article/152206/article.html?tk=nl_dnxnws

“Criminals Take Control of CheckFree Web Site” Payment processor CheckFree says that hackers redirected customers from its Web site to a server that downloaded malware. 

http://www.pcworld.com/article/154924/article.html?tk=nl_dnxnws  

“Mobile Security: There’s Just No Such Thing” A recent congressionally-sponsored report shoots down the notion that anything wireless is secure. http://www.pcworld.com/article/155182/article.html?tk=nl_dnxnws

“Malware Most Often Spread by Visiting Malicious Web Sites” Computer users are their own worst enemies, a security company says. http://www.pcworld.com/article/155187/article.html?tk=nl_dnxnws

“New Web Attack Exploits Unpatched IE Flaw” Hackers are using an unpatched flaw in Microsoft's IE browser to attack Web surfers. http://www.pcworld.com/article/155190/article.html?tk=nl_dnxnws

“Microsoft Warns of SQL Attack” Microsoft is warning of a critical flaw in its SQL Server database software.
http://www.pcworld.com/article/155940/article.html?tk=nl_dnxnws
“Turning a Blind Eye to Cybercrime” Governments are blind to cybercrime, says McAfee.
http://www.pcworld.com/article/155215/article.html?tk=nl_dnxnws

“Another Microsoft Bug Revealed on Huge Patch Day” Along with its biggest patch release in five years, Microsoft warned on Tuesday of another potentially dangerous vulnerability in its software.
http://www.pcworld.com/article/155253/article.html?tk=nl_dnxnws

“Koobface Virus Spreads to Bebo”  The virus that plagued Facebook earlier this month has moved on to other social networking sites, a security firm says. http://www.pcworld.com/article/155462/article.html?tk=nl_dnxnws

“Cyberscams Slide onto Social Networks”  A warning to those who love such social media sites as Facebook: The bad guys are coming for you. http://www.pcworld.com/article/155448/article.html?tk=nl_dnxnws

“All Internet Explorer Versions Have Hole” Microsoft confirms that the vulnerability reported in IE7 is present in other versions of the browser. http://www.pcworld.com/article/155475/article.html?tk=nl_dnxnws

“Cisco: Cyberattacks Growing, Looking More Legit” Internet-based cyberattacks are becoming increasingly sophisticated and specialized, experts say. http://www.pcworld.com/article/155541/article.html?tk=nl_dnxnws

“Social Networking Picked as Cybercrime Threat” Cybercrime is likely to move into the social networking world, taking advantage of sites such as Facebook and MySpace, experts say.
http://www.pcworld.com/article/155543/article.html?tk=nl_dnxnws

“Internet Explorer is Unsafe ... Still” Browser bug has yet to be fixed, and is spreading rapidly, reports say.

http://www.pcworld.com/article/155551/article.html?tk=nl_dnxnws

“As Phishing Evolves, Criminals Switch to Malware”  The scammers began to see serious problems with their phishing scams  sometime around April.  http://www.pcworld.com/article/155713/article.html?tk=nl_dnxnws

“Online Shops Stave Off Cybercrooks” New rules from credit card firms helped retailers bolster their security controls for online purchases. http://www.pcworld.com/article/155084/article.html?tk=nl_dnxnws

“Facebook Worm Refuses to Die” A worm program that has been tricking Facebook users into downloading malicious software since July has returned. http://www.pcworld.com/article/155039/article.html?tk=nl_dnxnws

“Hackers Renew Airline-Ticket Scam Spam” Experts are warning of an uptick in malware-laced spam that pretends to be airline ticket invoices and boarding passes. 
http://www.pcworld.com/article/152491/article.html?tk=nl_dnxnws

“Worm Uses Google to Squirm Around Facebook” A malicious program that sprang up on Facebook.com in late July has surfaced again, this time using Google's Web sites. 

http://www.pcworld.com/article/153030/article.html?tk=nl_dnxnws

“Adobe Fixes 6 Flaws in Flash”  Issues fourth security update this year for Flash Player.

http://www.pcworld.com/article/153437/article.html?tk=nl_dnxnws

“Thousands Hit in Broad Web Hack” Kaspersky warns that as many as 10,000 Web sites have been compromised in a mass Web attack.  http://www.pcworld.com/article/153530/article.html?tk=nl_dnxnws

“Apps, Not OS, are Security Risk, Report Says” Worry about browsers, not Windows, says Microsoft in its latest security assessment report. http://www.pcworld.com/article/153534/article.html?tk=nl_dnxnws

“Survey: One DNS Server in 10 Is 'trivially Vulnerable'” Over a million of the Internet's DNS servers are still vulnerable to a cache-poisoning attack patched in July. 

http://www.pcworld.com/article/153576/article.html?tk=nl_dnxnws

“Mobile Malware: What Happens Next?” F-Secure Chief Research Officer Mikko Hypponen sees more opportunities than ever for malicious activity on mobile phones. 

http://www.pcworld.com/article/153798/article.html?tk=nl_dnxnws

“One in 25 International E-Commerce Orders Fraudulent” Online retailers expect to lose a record four billion dollars to online scams this year. http://www.pcworld.com/article/155323/article.html?tk=nl_dnxnws

“3 Ways a Twitter Hack Can Hurt You”  Just days after popular social networking tool Twitter was hit was a phishing scam, the company is now trying to clean up a mess surrounding a separate hacking attack.

http://www.pcworld.com/article/156427/article.html?tk=nl_dnxnws

“Twitter Hack: How It Happened and What's Being Done”  Twitter security comes into question as a number high-profile customers have their accounts hacked. 

http://www.pcworld.com/article/156359/article.html?tk=nl_dnxnws

“Paris Hilton's Web Site Being Used in Web Attack” Paris Hilton's Web site has been hacked and is serving up malware. http://www.pcworld.com/article/156971/article.html?tk=nl_dnxnws

“Browser Bug Could Allow Phishing Without E-mail” Security vendor Trusteer says its found a way to do phishing without the e-mail, thanks to a bug in all major browsers. 

http://www.pcworld.com/article/156974/article.html?tk=nl_dnxnws

“Massive Theft of Credit Card Numbers Reported” Heartland Payment Systems, a payment processor for hundreds of thousands of businesses, disclosed today that it has been hit by what may be the largest credit card data theft to date.

http://www.pcworld.com/article/158003/article.html?tk=nl_dnxnws

“Cybercrooks Target Social Networks” Phishing schemes and Trojans are showing up in greater numbers on social networking sites, security researchers say. http://www.pcworld.com/article/158271/article.html?tk=nl_dnxnws

“AVG Notes Rise in Number of Malicious Web Sites”  Web sites rigged with malicious code are becoming more numerous by the day, according to new research from security vendor AVG.
http://www.pcworld.com/article/158402/article.html?tk=nl_dnxnws

“Porn Site Feud Spawns New DNS Attack”  Botnet operators are adding code to launch a new type of distributed denial of service attack, security experts warn.

http://www.pcworld.com/article/158961/article.html?tk=nl_dnxnws

“New App Lets Spammers Target Twitter” Tweet Tornado software lets spammers and malware distributors use the micro-blogging service to spread their message. 

http://www.pcworld.com/article/158980/article.html?tk=nl_dnxnws

“Hackers Using E-Ticket E-Mail to Spread Malware” Hackers are targetting web users booking trips online in a bid to distribute malware, says McAfee.  http://www.pcworld.com/article/158983/article.html?tk=nl_dnxnws

“Three Ways Twitter Security Fails”  Security experts warn of holes in the popular microblogging service. 
http://www.pcworld.com/article/159981/article.html?tk=nl_dnxnws

“Researcher Shows How to Hack SSL”  The Secure Sockets Layer protocol commonly used to protect Websites can be thwarted. http://www.pcworld.com/article/159976/article.html?tk=nl_dnxnws

“Faux Facebook App May Harbor Malware”   The fake application attempt to steal personal information for ID fraud. http://www.pcworld.com/article/160049/article.html?tk=nl_dnxnws

“Gmail Talk Service Hit with Phishing Scam” Google?s e-mail service has been invaded by a phishing scam that is using instant messaging to dupe unsuspecting users into giving up their passwords. 

http://www.pcworld.com/article/160174/article.html?tk=nl_dnxnws

“Facebook Hit by Five Security Problems in One Week” Facebook has been the victim of five different security problems in the past week, says Trend Micro. http://www.pcworld.com/article/160545/article.html?tk=nl_dnxnws

“Mobile Browsers Bring New Security Headaches” The new generation of mobile Web browsers is going to introduce for enterprise IT departments a rash of security challenges.

http://www.pcworld.com/article/160717/article.html?tk=nl_dnxnws

“Social Networks' Risks for Business Security” Corporate social media has many positives, but security issues should not be overlooked. http://www.pcworld.com/article/161270/article.html?tk=nl_dnxnws

At this point, having provided nearly 4 dozen examples, which could be easily multiplied, II  think the most reasonable response is “I rest my case”.
Clearing the CobWeb2.0 – Remedial Measures

One potential solution in any adversarial situation is simply to give up.  Since the promise of Web 2.0 for e-commerce and for wider social applications is so great, this course is unlikely.  In fact, the first thing to do is accept that there will be no cure
.  There are a variety of conceptually simple countermeasures
 which can be taken, and most of these represent industry standards.

The “layered” security model which has such general applicability in IT security is certainly applicable to Web 2.0 security.  This involves at least three layers:
1. Local User Protection through use policies upsdated to cover Web 2.0 and social networking tools, monitoring and protecting sensitive data [e.g. the use of a social networking tool may place data at risk in a way they were not before – this must be analyzed and planned for], and gateway concepts applied to Web 2.0 activities.

2. Remote User Protection through implementation of hardware and software policies [e.g. deciding on a thick or thin client, and implementing this across the remote user community] and secure connection policies, while providing analogues to local user protection scaled out to remote users.

3. Enterprise Security implemented through careful selection of Web 2.0 packages and toolkits, secure coding practices
, internal deployment of hacker tools [and their continual updating] for penetration testing and signature verification, and deploying multiple layers of server security optimized by server type.

The obvious consideration, if it is all that “simple”, is why isn’t this being done – why are the hackers having such an easy time of it?  The answer is close to equally obvious – implementing Web 2.0 security has significant costs in terms of both money and time, and won’t change in the future.  Since being second in this arena means potential loss of business to a terminal degree, the necessary motivators are not an automatic given.
  At the same time, businesses and organizations ought not to take passive acceptance of this situation by users as an automatic given – the former are suffering real economic and opportunity costs as the latter become disenchanted or averse to the Web 2.0 experiences.  In the current economic situation, such customer disaffection could be fatal to those providing Web 2.0 services, so simply shrugging security issues off as not being worth the effort will have long term negative consequences for those choosing such a course.
� This definition is commonly attributed to Albert Einstein.


� A classic wide-ranging argument supporting this point was Noam Eppel’s “The Complete, Unquestionable, and Total Failure of Information Security: A long-overdue wake up call for the information security community”, which, ironically, is currently unavailable at its original Web site – the author can make an annotated copy available on request..


� A quick look at how the “bolt-on” “ground up” approach to Web 2.0 security represents the baneful heritage of InterNet security in general is Carl Weinschenk’s post: “Web 2.0 Security and the Uncertainty Principle” at http://www.itbusinessedge.com/blogs/top/?p=323&nr=dye.


� O’Reilly, Tim: “What Is Web 2.0? Design Patterns and Business Models for the Next Generation of Software” dated 30 September, 2005, at http://www.oreillynet.com/pub/a/oreilly/tim/news/2005/09/30/what-is-web-20.html.


� For some penetrating observations about this, as well as many other IT security-related issues, see the writings of Bruce Schneier at http://www.schneier.com/essays.html.


� Cannings, Rich, et al,: Hacking Exposed Web 2.0: Web 2.0 Security Secrets and Solutions.  New York, NY: McGraw-Hill, 2008.  ISBN 978-0-07149461-8.


� The history of operating system patches alone makes somewhat dismal reading – by some estimates, even after an exploit becomes well-known and effective patches are developed against it, some 10 – 15% of existing server systems remain unpatched.  The record for client systems is even worse: see “Virtually Every Windows PC at Risk, Says Secunia” at http://www.pcworld.com/article/154944/article.html?tk=nl_dnxnws


� Note, for example, in this case, one could be on an apparently secured site, and yet still be vulnerable to an attack, because part of the information stream coming into the browser has been redirected from another site.  This is what browser controls like NoScript [http://noscript.net/] are designed to thwart.


� This list of attack types drawn from Cannings, et al. op. cit.


� For just one discussion of this aspect of the problem, see “Why Employees Don't Follow Security Rules” at 


�HYPERLINK "http://www.pcworld.com/article/153013/article.html?tk=nl_dnxnws"�http://www.pcworld.com/article/153013/article.html?tk=nl_dnxnws�, “Nearly Two-Thirds of Ex-Employees Steal Data on the Way Out” at http://www.pcworld.com/article/160041/article.html?tk=nl_dnxnws and “The 4 Security Rules Employees Love to Break”  at http://www.pcworld.com/article/156431/article.html?tk=nl_dnxnws.


.  For an overview of the ‘insider threat’, another vulnerability made more serous by Web 2.0, see “Survey: Most Data Security Risks Internal” at http://www.pcworld.com/article/153745/article.html?tk=nl_dnxnws.


�   See, for example, “Social Engineering: Eight Common Tactics”  at 


  http://www.pcworld.com/article/153450/article.html?tk=nl_dnxnws


� Drawn by the author from a variety of listervs, mostly “PC World News”.


� At least, within the regulatory framework that most governments will be willing to support.


� Of course, as Clausewitz observed in On War, “In war, everything is simple, but even the simplest thing is difficult” – an observation which applies mutatis mutandum to IT security, with the additional proviso that in IT, not everything is simple.


� Again, these represent errors that are, for the most part, commonly known.  See “NSA Helps Name Most Dangerous Programming Mistakes” at  http://www.pcworld.com/article/156894/article.html?tk=nl_dnxnws.


� This list of solutions has been drawn from Bouchard, Marc: “A Security Strategy for Web 2.0 and Social Networking”.  [s.;.]: Missing Link Security Services LLC, 2008, pp. [4-5].


� In fact, Web 2.0 security costs, like many security costs, represent externalities – lucidly discussed by Schneier on the Web site given above.
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