Securing the Extended Enterprise 
The Extended Enterprise 
For decades, technologists in the security industry believed that the best strategy to protect an organization was to build a strong wall around it. This so-called “perimeter model” assumed that the virtual boundaries of an organization were very similar to the physical boundaries. In the early days of the Internet, this assumption was essentially accurate. Connectivity between an organization and the outside world was limited and easily identified. “Keeping the bad guys out” was the motto, prompting the development of a broad range of network-focused security products. 

Today’s reality is completely different. Modern business requires that companies expand their traditional perimeter to allow partners, suppliers, auditors, manufacturers, remote offices, and remote employees to access applications and information. We call this new business model the extended enterprise. 

Security Challenges of the Extended Enterprise 
Now that organizations have opened up their business applications and data to partners, suppliers, internal divisions, and remote workforce, they need to revisit their existing security practices. Just relying on the old perimeter security practices is not sufficient, as those practices do not address many of the new security challenges that come with the extended enterprise. 

The Perimeter Has Vanished 
A first challenge relates to the existing security infrastructure and how it needs to be changed to span the complete extended enterprise. In the old “perimeter” paradigm, we started from the assumption that we could split our world in two: the trusted inside and the untrusted outside. Everything sitting within the walls of our organization, including users, data, and applications, was supposed to be under our control and didn’t require a lot of attention from a security perspective. Everything outside of our organization was beyond our control, so it could not be trusted. The solution was to build a big security wall around that perimeter focused on inspecting incoming network traffic. 

Unfortunately, the perimeter as we defined it in the past no longer exists. The difference between what we called the inside and the outside has faded. Remote offices are connected to our headquarters, contractors walk in and out of our offices all the time, our employees now have mobile devices allowing them to connect from anywhere anytime, suppliers are connected to our inventory system in real-time, business partners access our customer relationship management (CRM) system, and vendors have remote dial-in access to maintain our IT systems. The perimeter has been pushed out to endpoints and to third parties. So is it fair to assume that our big security gateways still adequately protect our extended enterprise? 

Today, your security program is only as strong as your least reliable business unit or business partner in the extended enterprise chain. Organizations rely on partners to deliver vital services, yet most don’t recognize the information security risk that those business partners or suppliers pose. In a recent Verizon Business Security Solutions survey, 32 percent of participants reported an incident through a business partner. Furthermore, the survey showed a clear correlation between the number and level of partner-related business activities and the likelihood of security incidents. 

